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INTRODUCTION

Services in Windows are processes that run in the background (similar to daemon
processes in UNIX), i.e. they do not require a user to be logged on for them to run.
Since they run as background processes, services usually require no direct user
interaction, and can be set up so that they start automatically when the machine boots.
This has the benefit that, should the machine lose power, the services will start again
when the machine reboots. For this reason, server applications (which often need to be
left running on unattended machines) are commonly implemented as services, for
example: file servers, web servers, mail servers.

Under Windows NT, 2000 and XP, the Service Control Manager (SCM), a server
process started at system boot, controls the services on a system. The SCM has a
number of responsibilities, including maintenance of the database of all installed
services, starting services on startup (or on demand), passing control messages, etc.
The consumer versions of Windows (95, 98 and ME) have a cut-down version of the
service control manager, which just starts a list of services at system start-up.

Services are more or less identical under NT, 2000 and XP, although the SCM 1s more
advanced in the later systems. The descriptions in this article apply to Windows 2000,
although the concepts are identical in all systems.

CONTROLLING SERVICES

The administrator can control services by sending control requests to them (e.g. “start
service”, “stop service”, etc.) via the SCM. This is done using the Services applet of
the control panel (which can be found in the Administrative Tools folder); double-

clicking on the icon brings up the Services window, which lists all the services in the
SCM database.
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Figure 1. Services window

Double-clicking on the service brings up a panel allowing attributes of the service to

be set, and the requests Start, Stop, Pause and Resume, to be sent to it.
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Figure 2. Details of selected service.

The startup type can be Automatic (service starts when machine boots), Manual
(administrator can start service via control panel/program) or Disabled (service is
registered but cannot be started). The other tabs allow the account under which the
service runs to be set, the way Windows handles the recovery of a service failure (e.g.
attempt to restart service), and to display dependencies between services. The
dependency information is used by Windows to define the order in which services are
started. Oddly enough, the information is not used during system shutdown - it is
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possible for the shutdown of a service to fail because a service on which it depends
has already stopped.

WRITING A SERVICE

The Win32 application programming interface (API) provides a number of functions to
implement and control services; these are used both within the services themselves (to
interface with the SCM), and to allow existing services to be controlled
programmatically from other Win32-based applications.

Historically, the most straightforward way to implement a Windows NT service was as
a C program, using the service functions in the Win32 API; it was usually hard for
languages to obtain the necessary system-level information. This has changed with
advent of .NET, as the classes available in the .NET framework provide all the required
functionality. However, since .NET is still fairly new, this article will confine itself to
the “C” implementation of a service.

Program Structure
The SCM requires the program to have the following functions:

Main Services are generally written as console applications, and so
require a main function as the entry point.
ServiceMain This is the main entry point for the service.
Control Handler This function is invoked whenever a control request is sent
to the SCM.

The following sections describe the various functions in more detail, and give example
code. Note that for simplicity, code to handle errors returned from API routines has
been omitted.

Main Function
“main” is the entry point for the program implementing the service. However, its only
purpose is to call the StartServiceCtrlDispatcher function, which connects the SCM to

the main thread of the service process. A simple example is given below.

#1 ncl ude <wi ndows. h>
#1 ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <process. h>

#def i ne SERVI CENAME “ Exanpl eSer vi ce”
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i nt main(int argc, char **argv)

{
SERVI CE_TABLE_ENTRY di spatchTabl e[] =
{
{ TEXT( SERVI CENAME) , ( LPSERVI CE_NMAI N_FUNCTI ON)
Servi ceMai n},
{NULL, NULL}
1

/* SCMis starting service; call
StartServiceCtrl Di spatcher */

Start ServiceCirl D spat cher (di spatchTabl e);

return O;

}

The name of the service implemented by the program, and the address of its
ServiceMain function are specified in a null-terminated table (dispatchTable in the
example above). Note that the ServiceMain function does not actually have to have
the name ‘ServiceMain’; any name can be used. In this way, multiple services can be
implemented within a single program. Each service will require its own (uniquely-
named) ServiceMain and ControlHandler functions.

Once StartServiceCtrlDispatcher is called, control does not return to “main” until the
service exits normally.

Service Main Function
The ServiceMain function is the entry point for the service, and is executed once the
control dispatcher has created the main thread of the service. The function is

responsible for the following:

Q It must firstly call the RegisterServiceCtrlHandler function to register the
Control Handler function; this handles any control requests for the service
(see below). Note the chain of registration — main registers ServiceMain,
which in turn registers the Control Handler.

SERVI CE_STATUS ser vSt at us;
SERVI CE_STATUS HANDLE hSt at us;
HANDLE hSt opEvent ;

voi d W NAPI Servi ceMai n( DWORD dwAr gc, LPTSTR *| pszArgv)
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{

/* Register service control handler */

hSt at us = Regi st er Servi ceCtr| Handl er ( TEXT( SERVI CENAME) ,
ServiceCrl);

d It should then execute any initialisation required by the service. If this takes
more than a second, ServiceMain should periodically call the
SetServiceStatus function, with the service state set to
SERVICE START PENDING inthe SERVICE STATUS structure argument.

This lets the SCM know that the start up of the service has not hung.

/* Report start pending status to SCM */

servSt at us. dwSer vi ceType = SERVI CE_ W N32_ OWN_PROCESS;
servStat us. dwCurrent St at e = SERVI CE_START_PENDI NG,
servSt at us. dwwW n32Exi t Code = NO_ERROR,;

servSt at us. dwMai t Hi nt = 3000;

servSt at us. dwSer vi ceSpeci fi cExi t Code = 0;

servSt at us. dwCont r ol sAccept ed = SERVI CE_ACCEPT_STOPR;
servSt at us. dwCheckPoi nt = 1;

Set Servi ceSt at us( hSt at us, &servSt at us) ;
/[* Continue initialisation.*/

a Once the initialisation process has completed, ServiceMain should notify the
SCM of this fact by calling the SetServiceStatus function with the service
state set to SERVICE START RUNNING in the SERVICE STATUS structure

argument.

servSt at us. dwCurrent St at e = SERVI CE_RUNNI NG,
servSt at us. dwwW n32Exi t Code = NO_ERROR,;
servSt atus. dwi t Hint = 0;

servSt at us. dwCont r ol sAccept ed = SERVI CE_ACCEPT_STOP;
servSt at us. dwCheckPoi nt = 0O;

Set Servi ceSt at us( hSt at us, &servSt at us) ;

a ServiceMain should then execute the required tasks of the service, and return
once they have been completed. Since many services implement server tasks
that are ongoing, this usually involves setting up an event object that is
signalled when the SCM receives a stop request, and then calling the
WaitForSingleObject API function for the event object. Any other processing

can then be implemented in a separate thread (see below).
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/* Create stop event object */
hSt opEvent = CreateEvent (NULL, TRUE, FALSE, NULL);

/* Do main processing of service */
DoSer vi ceProcessi ng();

/* Wait for stop signal */
Wi t For Si ngl eQbj ect (hSt opEvent, | NFI NI TE) ;

/* Informthe SCMthat the service has now stopped. */
servSt at us. dwCurrent St at e = SERVI CE_STOPPED,
Set Servi ceSt at us(hSt at us, &servSt at us);

}

Control Handler

The control handler, registered in ServiceMain, has to handle any control requests
received by the SCM, and then update the service status following any actions taken.
The handler must process the interrogation control code,

SERVICE CONTROL INTERROGATE. The other control codes (requesting that the
service stop, pause, resume, or notifying it that the system is shutting down) can be
handled as required, provided that the dwControlsAccepted member of the
SERVICE STATUS structure is set accordingly.

Whatever action the control handler takes — even if the action does not change the
state of the service — it must update the SCM by calling SetServiceStatus before it
returns. If the control handler does not return within 30 seconds, the SCM signals an
error. Therefore, if any time-consuming processes have to be executed after receiving a
control request, the service should create a thread to perform the processing, and then

return.

In the above ServiceMain example, the service is only required to handle the
SERVICE _CONTROL STOP message in addition to
SERVICE _CONTROL_ INTERROGATE; so its format would be something along the

lines shown below.

voi d W NAPI ServiceCtrl| (DWORD dwCt r| Code)

{
/* Assune no error and set up gl obal variables */
servSt at us. dwwW n32Exi t Code = NO_ERROR,;
servStatus. dwai t Hi nt = 0;

e
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/* Switch on the passed control request */
switch (dwCtrl Code) {

/* Stop control request received */

case SERVI CE_CONTROL_STOP:
/* Notify SCMthat service is stopping */
servStatus. dwCurrent St at e = SERVI CE_STOP_PENDI NG,
Set Servi ceSt atus( hSt at us, &servStatus);

/* Performprocessing */
DoSt opPr ocessi ng() ;

/* Set the stop event to allow nmain thread to resune */
Set Event (hSt opEvent) ;

/* Main thread i nforms SCMthat service has stopped */
br eak;

case SERVI CE_CONTROL_| NTERROGATE:
/* No operation — just return current status */
Set Servi ceSt atus(hSt atus, &servStatus);
br eak;

defaul t:
/* Error handling — should not get here */

}
}

Error Handling

If an unrecoverable error occurs while the service is executing, the status of the service
should be set to SERVICE STOP PENDING (using a call to SetServiceStatus, as in the
above examples); any operations to tidy up before the service terminates can then be
performed. Once these have completed, the status of the service should be set to
SERVICE STOPPED:; the error can be indicated using the

dwServiceSpecificExitCode and dwWin32ExitCode members of the

SERVICE STATUS structure.

Multithreading
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As has been noted above, services commonly make use of the multithreading
capabilities of Windows 2000. A thread is the basic unit that can execute on the CPU; a
process can have multiple threads executing at the same time, each operating in the
same address space and using the same global variables. They are useful in services
since different threads can be used for the actual processing of the service from those
that handle the communication with the SCM.

The above examples of code suggest that a separate thread should be used for the
main processing of the service, 1.e. the DoServiceProcessing call in ServiceMain. The
following example shows how this is done; DoServiceProcessing calls the
CreateThread API to create the separate thread, then returns. The flow of control
continues to the WaitForSingleObject call in ServiceMain, where it waits until the stop
event is signalled. The ServiceThread executes independently of the main flow of
control, and would typically contain a loop in which all the processing takes place.
The thread should terminate when a stop request is received, something that would
require some form of interaction between it and the routine handling the stop

processing.
HANDLE hThr ead;

voi d DoSer vi ceProcessi ng()

{
DWORD i d;

/* Start the service's thread */
hThread = Creat eThread(0, 0, (LPTHREAD START_ ROUTI NE)
Ser vi ceThr ead,

0, 0, & d);
}
DWORD Ser vi ceThr ead( LPDWORD par am
{

/* Main processing goes here */

}

INSTALLING/REMOVING A SERVICE

Installing/removing a service into/from the database list held by the SCM can be
achieved two different ways: either from a controlling application, using Win32 API
functions, or by using a command-line utility called SC.EXE that is included as part of

e
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the Windows Platform software development kit (SDK). Note that administrator
privilege is required for either method.

Programmatically

The first step in installing or removing a service is to call the function
OpenSCManager (with the required access specified); this returns a handle to the SCM
that is then used by other functions. To install a service, the CreateService function
should then be called, specifying the name of the service and other configuration
information; if the call is successful, the service is installed in the database list of the
SCM.

To remove a service, the OpenService function should be called to return a handle for

the specified service; this can then be passed to the DeleteService function to remove
it from the SCM database. Note that unless the program is certain that the service has
already been stopped, it should attempt to stop it programmatically (see below) before
removing it.

If the service has been implemented as a console application, it is convenient to place
the code to install and remove the service in the function “main”. It can then be easily
installed/removed from the command-line. If a command-line argument (e.g. “-1”) is
specified, the code to install the service would be executed instead of the call to
StartServiceCtrlDispatcher. Similarly, a command-line argument such as “-r” would
execute the code to remove the service.

The following code is an example of a routine that could be called from main() to install
a service. It requires as arguments the name of the service, a brief one-line description,

and the command line required to run the program as a service.

voi d I nstall Service(const char* pServi ceNane, const char*
pServi ceDesc,
const char* pConmmandLi ne) {
SC HANDLE newSer vi ce
SC HANDLE scm

[* Establish conmunication with the SCM */
scm= QpenSCManager (0, 0, SC _MANAGER CREATE_SERVI CE) ;

/* Install the new service */
newServi ce = CreateServi ce(scm pServi ceNane, pServi ceDesc,
SERVI CE_ALL_ACCESS, SERVI CE_W N32_OWN_PROCESS,
SERVI CE_DEMAND_START, SERVI CE_ERROR_NORMAL,
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pCommandLi ne, 0, 0, 0, 0, 0);

/* clean up */
Cl oseSer vi ceHandl e( newSer vi ce) ;
Cl oseServi ceHandl e(scn) ;

Using Command-Line Utility
The command line utility, SC.EXE, included with the Windows SDK allows services to

be easily installed and removed. The format for installing a service is:
Sc create servi ce _nane

where ser vi ce_nane is the name of the service, and for removing a service:
sc del ete service nane

SC.EXE can also be used to query the state of a service (using the query command), as
well as to start and stop a service (see below).

STARTING/STOPPING A SERVICE

In addition to starting and stopping a service from the Services applet on the control
panel, two further options are available: Win32 API functions can be used from within
a controlling application, or the SC.EXE command-line utility can be used. Again,
administrator privilege is required to start and stop a service.

Using the Control Panel

Manually starting and stopping a service is a simple operation using the control panel;
with the Services window onscreen (see figure 1.), the desired service in the list should
be double-clicked, and then the relevant button, Start or Stop, clicked.

When a service is started, a progress box will be briefly displayed, and the service will
be listed as ‘Started’ in the Services window. A similar message box is displayed when
a service is manually stopped.

Programmatically
To start or stop a service, the function OpenSCManager should be called to open the
SCM (as with installing/removing a service above), and then OpenService should be
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called to obtain a handle for the service. To start a service, this handle is simply passed
to the StartService function.

To stop a service, the ControlService function should be called with the

SERVICE CONTROL_STOP argument; the code should then loop and repeatedly call
the QueryServiceStatus function until the returned status is no longer equal to
SERVICE STOP_ PENDING. If the service has been successfully stopped, its status
should then be SERVICE _STOPPED.

Using Command-Line Utility
The SC.EXE utility can be used to start and stop a service; the formats are

respectively:

sc start service _nane
sc stop service_nane

where ser vi ce_nane is the name of the service.

“CONVERTING” AN APPLICATION INTO A SERVICE

Instead of using the Win32 API and writing C code to implement a service from
scratch, there are a number of alternative ways to “convert” an existing application
into a service. The most widely known is the SRVANY utility, which is included in the
Windows 2000 Resource Kit from Microsoft. Note that there are limitations with this
method — it should only really be used if the immediate conversion of the application
into a service is required. Otherwise, it is recommended that the service is written as

detailed above.

Strictly speaking, the SRVANY utility does not convert an application into a service.

Rather it is a service itself, which then acts as a wrapper for the application; SRVANY
communicates with the SCM, and starts the application using the CreateProcess API
call. While SRVANY can be useful in setting up a service from an existing application

quickly, there are a number of disadvantages:

d The application is not a service itself, it merely executes in the service
environment. Therefore, it cannot, for example, respond to pause/continue requests

from the Services control panel applet.

e
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d When a request is made to stop the service, SRVANY stops the application by
calling the TerminateProcess API function. This is a drastic way to stop an
application, and is not recommended, as the program gets no chance to do any
clean-up operations or deallocate any resources; this can leave the system in an
unpredictable and possibly unstable state.

d Since the SRVANY.EXE file is required by the service (as well as another file,
INSTSRV.EXE), if the service is to be distributed to outside customers, they will

also require a copy of the Windows Resource Kit.

d Part of the process of installing an application as a service using SRVANY is
the manual editing of the Windows registry; this is a potentially risky process, as
mistakes could seriously damage the Windows 2000 set-up.

SUMMARY

This supplement has attempted to explain Windows 2000 services, defining them as
background processes controlled by a server process called the Service Control
Manager. It has also introduced the methods by which they are implemented, using the
Win32 API; using these functions, a simple service can be quickly written, yet the
range of functionality offered means that complex systems can also be executed.
Services really come into their own for server processes under Windows 2000, and for
mission critical applications that have to run unattended.

e
Issue: VI.R2.M2 Copyright © Tessella 2003



Tessella Support Services plc
Creating Software for Science and Engineering

Tessella’s services range from feasibility studies, through system design,

development, implementation and ongoing support. Our expertise includes:

Data Analysis Software
Data Capture
Simulation Software
Advanced Graphics
Systems Support
Database Applications

Other Technical Supplements available include:

o ool opordoppddordoDo

Archiving of Electronic Info
Active Server Pages
Automated GUI Testing
Bayesian Statistics

Beowulf Clusters

C+H

Client-Server Technology
COM

Computational Fluid Dynamics
Computer Image Processing
Decision Support Systems
Electronic Data Capture
Electronic Lab Notebooks
Excel

Extending the Life of Software
Federal Drug Administration
FORTRAN 90

Grid Computing

High Throughput Screening
Instrumentation

Integrated Lab Systems
J2EE

Java

Lims

Linux

Microsoft Net

(WD I Iy Ny Ny Oy By Ay Ay A Ny Wy W)y W)y W)y W)y Wy Wy

Object Oriented Programming
Pocket PC

Portable GUI Development
Printer Technology Guide
Real Time Systems
Regression Testing

Security and the Internet
Simulation

Soft Computing

Software Design Methodologies
Software Development Cycle
Software Documentation
Software Portability
Software Re-engineering
Software Specification

SQL

UNIX Inter-Process Comms
UNIX Systems Performance
UNIX Workstations

Visual Basic 6

WAP

Web Services

Windows 2000 Services
XML

X Windows

'}-ﬂ"‘k

INVESTOR IN PEOFLE

Tessella Support Services plc
3 Vineyard Chambers, Abingdon, Oxon, OX14 3PX, England

Tel: (+44) (0) 1235 555511

Fax: (+44) (0) 1235 553301

E-mail: info@tessella.com  Web Address: http://www.tessella.com

v -m‘%

L

L



