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A BRAVE NEW WORLD
Paper notebooks are the mainstay of the laboratory work of many companies and
underpin day-to-day operations in a wide range of markets. They are looking
increasingly outdated, however. So much laboratory data is generated and held
electronically that more and more output is being printed and stuck into
laboratory notebooks or manually retyped. Not only is this time consuming but it
can lead to transcription errors.

It is easy to conceive of an electronic version of a paper notebook; one where all
reports, notes and documentation generated is stored in a shared database.
However simple as it is conceptually, the implementation is not straightforward.
With a structured approach and knowledge of the regulatory and legal
requirements, though, the benefits of an Electronic Laboratory Notebook (ELN)
can be realised whilst minimising the risks. This technical supplement discusses
the benefits of using ELNs, outlines a possible architecture and looks at some of
the implementation issues.

WHAT IS AN ELECTRONIC LABORATORY NOTEBOOK?
The Collaborative Electronic Notebook Systems Association (CENSA) is an
international industry association that was formed to help to drive the state of the
art electronic record keeping systems and collaborative technologies. Its
definition of an ELN took a significant period of time to agree, so we will use this
definition here, which is:

“An Electronic Notebook is a
system to create, store, retrieve

and share fully electronic records in
ways that meet all legal, regulatory,

technical and scientific
requirements.”

WHY ELN?
As is clear from the CENSA definition above, an ELN must meet all legal,
regulatory, technical and scientific requirements. The implication of these
requirements is that an Electronic Laboratory Notebook should give the following
benefits:
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��More effective use of scientists’ time: the implementation of an ELN will
allow all data to be entered once, using a scientist’s preferred application.
Scientists will be able to work as suits them best and avoid the need to keep
both paper and electronic records, as is currently done.

��Searching and reporting capabilities: searching of paper laboratory
notebooks and analysis of the contents is, of necessity, a manual and labour
intensive process. An ELN opens up the possibility of more immediate and
powerful searching that will bring efficiency benefits and allow existing in-
house knowledge to be reused more effectively.

��Ease and efficiency of review: relevant groups will be able to undertake
reviews of the contents of ELN without the need for scientists to surrender a
notebook, as it will be available to all authorised users simultaneously. This
will enable everyone involved to work more efficiently.

��Reduction in data entry errors: manual transcription of laboratory data is
prone to error. An ELN will ensure that only the original copy is held,
avoiding the need for data to be retyped.

��Auditability: the keeping of audit records, which themselves can also be
queried, enables the correct operation of the system to be analysed, assessed
and assured.

��Ease of access with varying levels of security: unlike a paper laboratory
notebook, where physical access to the whole notebook is the only control,
security within an ELN will be granular, allowing access to be controlled
down to a single laboratory notebook page, if this is required.

��Improved data preservation and access: difficulties associated with
backing up paper-based documents onto microfiche or other media are
avoided. Access to archived records will be much more straightforward in an
electronic environment and allow this data to be reused much more
effectively.

��Reduced physical storage requirements: the archiving of paper and other
physical documentation is space intensive. The archiving of electronic
records requires only the space required by the computer hardware.

These benefits give sufficient reason to pursue an Electronic Laboratory
Notebook and overcome the obstacles to implementation.
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ALTERNATIVE APPROACHES
There are a number of possible approaches to design an ELN, the most
significant of which are:

��Continue to work with paper laboratory notebooks and scan the contents into
a document management system.

��Develop a complete ELN environment in which scientists carry out all of
their work. Filing is inherent in the system and signing/witnessing is one of
the features provided.

��Design a system that allows existing tools to be used and file the selected
outputs from these tools.

The first of these approaches is feasible but gives little benefit over the current
situation. The second is the most complete solution but would require a level of
investment that could not be justified. The third approach is the most realistic and
the remainder of this technical supplement concentrates solely on this third
option.

It would be tempting to design ELN as a
system that collects all electronic data
produced in the course of scientific
investigations. However, the purpose of
the paper laboratory notebook and its
overlap with other systems must be
considered. This diagram shows how the
data in laboratory notebooks overlaps with
application data and the content of
research papers or reports.

It can be seen from the diagram that there is commonality between the data. The
important difference, however, is the purpose of the data in each. A laboratory
notebook is a record of an experiment’s aims, the protocol used, observations and
a summary/conclusion drawn from the results. The paper notebook does not try
to hold all of the application data today and the electronic version should follow
the same logic. An ELN must focus on providing data in a manner that will ensure
compliance with regulatory bodies and support patent claims. It should not try to
replace or collect data from other laboratory systems.
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WHAT AN ELN NEEDS

Inputs
The potential inputs to ELN are many and varied. These include office
applications, specialist scientific applications, video, experimental data and
images. All of these have to be accommodated by an ELN. A user should be
allowed to continue to work with their application of choice and, when their work
is complete, file the document in ELN. During the process of filing, the user will
be prompted to enter metadata. This metadata will be a mixture of data that is
automatically generated and cannot be changed by the user (e.g. the username of
the person filing the data), data that will be defaulted but that the user can change
(e.g. the application that generated the file) and data that is entirely user defined.

User Interface
The design of the ELN user interface must fit in with a company’s specific
requirements but there is a core of functionality that will be required. These
functions include: viewing, signing and witnessing of data and searching and
reporting on the contents of ELN. All files or data entered into ELN should be
viewable by all users with the necessary permissions even if they do not have the
application by which they were created. The issues around this are discussed in
“File Viewing” below.

Two areas where an ELN would offer capabilities that are not possible with paper
laboratory notebooks is in searching and reporting. Searching would give
scientists the ability to re-use information generated by colleagues. It would
include simple searches for keywords or file contents and more sophisticated
searches for items such as chemical structures. Reporting would be a widely
used area of ELN. Where there is workflow or milestones, scientists and project
managers will be able to report on the progress of their work or projects. Other
departments, such as quality control and records management will be able to
review details much more quickly than is possible in paper notebooks.

Database
The database is the hub of the electronic laboratory notebook. It manages the
data stored in ELN and ensures it is held and maintained in a form that is
compliant with all legal and regulatory requirements.

The requirements that the database design is trying to meet are, to an extent,
contradictory. The design needs to be flexible enough to allow scientists from
different disciplines to work in ways that best meet their needs. Conversely, it
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must provide sufficient structure that it demonstrates an ordered and managed
approach to record keeping and allows beneficial searching capabilities. The most
flexible solution is to provide a laboratory notebook framework within which
users are able to create and file both structured and unstructured data. The
unstructured data would give the scientist the flexibility to make notes, develop
ideas, etc. Structured data would, for instance, allow an experiment to be
recorded in a predefined manner.

Security is a key component of the ELN database. It must be possible to
demonstrate that data cannot be changed once it has been signed and to maintain
an audit trail when data is updated. It is also necessary to provide sufficient IT
administration features for the system to run effectively, without compromising
the security or approvals process. Whilst this is a challenge, it is not
insurmountable and current IT systems can provide the functionality required
within a suitable security environment.

Interfaces to Other Systems
As highlighted above, a key strategy is to allow scientists to continue to use
specialist applications for the purpose for which they were designed. The ELN
needs, therefore, to provide a number of methods of interacting with these
systems. The most straightforward will be the capability to scan hard copy
output from any application into the ELN. There could also be the capability to
import raw data where necessary. This would not be a regular occurrence, as
doing this would start to undermine the distinction between the applications. It
may be necessary, however, to carry out an import from time to time, perhaps
for an important experimental result.

Archiving
Another system with which an ELN will have to interface is one to allow
archiving. To be most useful, the archiving capability would appear to users to be
native to ELN. Data and archiving information would be sent to the archive
application, which would process the request. The metadata would still be
retained in ELN to allow searching to continue, even after the data was archived.
At its most advanced, the interface between ELN and the archiving application
could offer users seamless access to data. In this scenario, if a user carried out a
search and accessed a file that was archived, the data could be retrieved and
displayed to the user without them needing to leave ELN.
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Paper
Paper based results and paper laboratory notebooks are part of accepted scientific
practice and it is unrealistic to think that these will disappear immediately an ELN
is implemented. Facilities would therefore be provided to allow for a period of
adjustment and phasing in of an ELN. Straightforward scanning of selected paper
results or laboratory notebook contents will allow data to be accessed
electronically. In this way, some useful historic data could be made available. In a
similar way, results from applications that provide a printout but use data files
that cannot be interrogated can also be stored. Defining metadata with any
scanned image would enable the contents to be searched within ELN, even
though the raw data itself was not accessible.

ARCHITECTURE
The diagram below shows a possible architecture for an ELN that meets the
needs identified above and provides the necessary facilities:

ISSUES TO BE RESOLVED
Whilst the previous sections highlight the benefits of an electronic laboratory
notebook and demonstrate how the implementation could be undertaken, some
issues remain. The resolution of these issues is achievable buts the manner
depends on factors related to the company for which the ELN is being developed.
Such factors are: marketplace, legal outlook, the main drive for ELN
implementation, IT policy, culture and other factors. This section describes the
most important issues and points to how these can be addressed.
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Legal Acceptability
Regulatory approval of electronic signatures is reasonably well understood. For
example, meeting the requirements of 21 CFR Part 11 will ensure that the FDA
will accept electronically signed ELN data as being equivalent to paper signatures.
It is necessary to work with the FDA to ensure that an interpretation is valid but
the technical processes are quite clear.

Legal acceptance of electronic signatures is much less straightforward. The legal
position of electronic signatures is not known until a case is brought. The least
risk approach is to take conservative decisions on the design and implementation
of ELN. For instance, it may be necessary to compromise the ‘ideal’ design of
the ELN database structure so that it can be demonstrated that the ELN is directly
equivalent to the paper laboratory notebook.

Cultural Implications
The cultural implications of implementing an ELN are more important than might
at first be thought. A paper laboratory notebook is essentially a private record. All
staff will understand that it holds company data and that others need to witness
the work performed. Some, however, will feel quite protective about the
information contained in the notebook.

Introducing an ELN will not only mean that the whole notebook is potentially
available to others working on the same project, it could be available to a wide
range of staff throughout the company. The data in the notebook will also be
more easily accessible, as others could arrive at the information by carrying out a
search. It is also permanently available for quality or other reviews. The method
of managing this change in culture will vary from company to company and
person to person but the need to do it must be recognised and addressed.

ELN Structure
The most fundamental question to be addressed in designing and implementing an
ELN is how closely it should mirror the concepts of the paper laboratory
notebook. It is recognised that the lowest risk route would be to follow the paper
laboratory notebook metaphor very closely. This would provide patent attorneys
with scientific evidence in a structure with which they are familiar, simply held in
electronic rather that paper form. It would be beneficial, though, to consider
alternatives that may yield more usability benefits. The risks and benefits of each
approach can be considered before implementation.
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Signing and Witnessing
Experiments or documents filed in an ELN could correspond to less than a page
through to many pages of a paper notebook. It is envisaged that signing and
witnessing would be required at the completion of an experiment and at the end
of every day. There are three main options for the signing and witnessing of a
document within ELN: digital, biometric or physical. Each is discussed below:

��Digital signature - each user has a unique digital identification (which could
be software only or through a smart card) that is encrypted together with
information about the file and the time of signing such that the signing of the
file can later be shown to be by that user at that time.

��Biometric signature - is similar to the digital signature, except that the digital
identification is based on a unique physical attribute of the user such as
fingerprints and retinal scans.

��Physical signing - allows the user to sign in a conventional manner onto a
digital device such as a PDA, touch screen or pen tablet. The resulting
scanned signature is stored with the file and can be presented in the
conventional manner.

With proper control of IT security (e.g. non-trivial passwords changed
frequently, automatic locking of inactive workstations) a digital signature would
be sufficient. However, there is a trade-off between the benefit to the user and
the potential risk in using new technology. The physical signature is most like the
current method of working and is therefore the lowest risk. However, the
biometric signature is probably the easiest for users, only requiring them to enter
a User ID, rather than sign in some form. The choice of the most appropriate
method would need to be taken by balancing the risk and ease of use.

File Viewing
The ability of all users to view files stored in the database is a significant technical
issue for an ELN. The flexible nature of the architecture documented above
allows users to store files created by any application. Whilst this is beneficial it
means that, in order for other users to be able to see the data, there has to be a
way of converting the file to a form that can generally be read. There are three
main solutions, which are outlined below:
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��Conversion to a “Standard” format on Filing - The problem is resolved
by creating a copy in a format that can be read by all users as the original
document is filed. Possible formats include PDF, XML, HTML and CDF.
These all have one fundamental drawback, that they are a conversion and are
not, therefore, the original data. The original file must also be retained,
therefore.

�� Develop Viewers for the applications in use - This approach would not
attempt to convert the files but to provide a way to read them after they had
been stored. This approach has limitations, mainly that it will not be possible
to buy or develop a viewer for every type of file. It does avoid, however, the
storage overhead of maintaining two copies of every file

��Hold Creating Application Information in Metadata - This is a different
approach to the two options above. Metadata would be used to hold
information about the application that was used to create the file. A kiosk
machine would then be made available which was installed with all relevant
applications. Users could then use the kiosk machine to read any data stored
within the ELN.

Although these are presented as three different options, it is likely that an ELN
implementation would use more than one to deliver the necessary functionality.
For file formats for which it is straightforward to develop or purchase a viewing
application, the second option could be implemented. For more unusual formats,
however, the first option would be a better solution. The third option is something
of a fall back but will be a requirement for dealing with obsolescence.

Obsolescence
The issue of obsolescence has already been exercising the archiving community
for some time. The implementation of an ELN does not increase this problem
greatly, as the main issue is the obsolescence of the data stored in the database.
There are no easy solutions to this problem but options identified above,
particularly the first and third, will assist in the ability to allow data to be read in
the long-term. The retention of “standard format” copies of data will allow it to
be read beyond the time when the original application is available. The capture of
metadata about the creating application will allow information about the profile of
the data in the ELN database to be obtained and decisions taken whether to update
data files as applications become obsolete.
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NEXT STEPS
This document outlines the requirements for implementing an Electronic
Laboratory Notebook and identifies the key issues that would need to be resolved.
As has been noted, any ELN implementation must be designed to fit in with the
culture and practices of a company. Tessella has the background and expertise to
work with companies as they consider the implementation of an ELN and the
depth of skills to take them through the whole process of designing and
implementing a system that will meet their needs and deliver real business
benefits.
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